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.- By CHARLES 0SOLIN

T sasmeConshitution Washviaclat Bureey
< WASHINGTON - —* The
(Carter administratiog - s
c~arping the US. buslness
Lommunily to avoid discuss-
ing sensilive {echnological or'|

“eccnomic irformation “over
the telephone becausa it may
be overheard by Soviet agents-

_and industrial spies.

In 2 rajor break with the
secrecy that has surrounded
clectronie eavesdropping in

the .past, administration offi-
cials are alerting major de-
{erse contractors 2nd other
indusiries that their {elephione
calls are being or could be
inlercepled by spies using so-

ment. . .
accerding to government
officials familiar with the
briefisgs, Industry executives
are being told that their long-
disternce phone cails are heing
overdeard as they are relayed
either by ground microwave
links or by domestic com-
munication salellites, |
The companies that operate
the telephone circuits 2lso are
being alerted to the danger, .
Th2 officials s2id the first
Eriefings ave being given to
coxspanies which zre either
known to be targets of Soviet
microwave eavesdropping or
which are “possible” tarpets
bzcause of the rzture of their
business and the roeuting of.
their telephone calls, -+ .:
- The warnings 2re focusing
©n vompanies using private,
or Jezsed, telephone circvits,
because they are the most-
viloerable  to°  electronic
€avesaropping. ..
Tte officials said the fov-
ernment has wo Cirect evi-

teuing in on {he commercial
Torg cistence microwave net-
work  used by  most
Americans, althorgh  such

-~ "According to intelligence

-sion to the United Nations and

-latein San Francisco, : --

- Securityr Agency  became

monitoring  I5  technically
possible, ot /g,‘.
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" The _officials confirmed |- Sources have said that oge

previous “disclosuces  that
Soviet agenls at four mi-
crowave eavesdropping sites
in three US. cites have been
tuning in on goyernment and
private microwave -transmis-
sions for several years. e
sourcey, the phone calls are
being picked up by seusitive
antennas on the roof of the
Soviet Embassy in Washing<
ton, the Soviet Union’s mis-

its diplomatic refreat iz New
York City, and at its coasu-.

Soviet spy ships anchored
off the US. coast, as well as
“ferret” satellites orbiting
overhead, are also thought to
be intercepting microwave
transmissions, | R AN

Intellizgence sources bave
said the Pentagon’s National

aware of the Soviet eaves-
dropping several years ago
and launched. a top-secret

reason the US. government
.bas been so reluctant o dis-

- ception of domestic phone
" calls in the Urnited States was

ger the U.S. security agency’s
worldwide eavesdropping pro-
graws -in Russiz and other
countrjes, . Wi A - -
. "Sen. Daniel P. Moyrihan, D-
N.Y., a member of the Senale
Intelligence Committee who
bas blasted tha Carter admin-
isfration for allowing the
eavesdropping - to  continue
without protest, said Friday
that the effort fo “alert the
Asmerican people" to the prob-
lem was “responsible and
laudable”™ o - Lo
Moynihan, who has iniro-
duced legislatica that would
require the US. fo eject any
fereizn  diplomat = caught
eavesdropping .on the US.
telephona system, also praised
the decision to “raise this
matter in negoliations with
the Soviet Union. They (ihe

project to counter_it‘ ot ST
TThe effort was ordered con-
ticved by President Cartter in
March, and the industry brief-

: ings began this summer while
" the Y/hite House was develop~

ing a comprehensive plan to,
Ceal with the problem. _
‘Eleven . communications

.Soviels) may indeed find it
strange that we worry “so
much ahout. protecting the
privacy of our cilizens. But
that is their problem, not
ours.” JiEt. : o

< Government officfals said
"the Soviet eavesdropping does
nol pose a sigrificant threat

firms and 17 industral zrd -, to clzssified Gefense informa-

comrmercial businesses had
been briefed by the end of
Jast week, - A
- Iz addition to the industry
briefings, officials said the
United States is “discessing”

~'the eavesdropping as part of
“ils “continuing pegotiations
-with the Soviet Union fo-halt

{he sporadic microwave boni
bardment of the - US.
Embassy in Moscow, ™ v’
~-The microwave “flooding”
of the embassy, which some

“medical expenis believe has .
“edversely aifected the heslth

of State Department officials
working there, is thought to
ha #n ottt 92 by the Soviets

2 -
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L fiare Y1 o roerravwave ende |

tion, sicce” that is always
fracsmitted in code or on “se-
cure” corrounications links,
But they noted that 2 large
ameunt of unclassified data,
; such as technological develop-
:meats and. “inside” economic
'iirjomalior'x',-'could ‘be  cal-
jlected 2nd used by forelgn
2gents against the best intec-
_ests of the United States,

.7 They also noted that such,

t
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cuss publicly the Soviet inter- - their compalitors, and ssarned

the fear that it would endan-
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information could be used by!
industrial spies to gain an”’
2dvantage  over

that the same technology ihaf :

- enables the Soviets to moaitor

microwavz  links is  alsp :
readil$ available to private ©
 Cilizens in the United States,

., The-olficials said the Sovi- |
cts, appareatly are fogusiugi
their monitoring effort oa |
Teased circuils because calls !
from a parlicular company or
individual are always routed
along the same circuit, and
because if js easier for coms
puters {o sort through the
: calls on such circuits and Io-
cate information of inferest, - 4

~--0n the regular long dise :

~tance commercial network,
calls are relayed 2long a vari-

- ety of routes — using cables .
as well' as microwave -and
saiellite relays — making it
extremely difficult, it rot |
Impossible, o locate all calls
from a particular {elephore
or company at a single moni-
.foring site, o
- Olficials  said President |
:Carler Jast week approved a
.number of additional govern-
ment initiatives to counler the

:Soviet eavesdropping ihrezt..

"Among them were: :

:. * Creation of & 12-member

-White  House -committee,

-headed by Carter’s adviser on

C L e -

CONTINUED

-




science and technology, Dr.
Frank Press, to coordinate
" the efforts of the Defense and
Commerce depariments and
other agencies attempting to
improve telephone security, .

® Increasing the govern.
ment’s research and develop- - -

ment budget for communica-
tions security equipment from
$10 million during the current
fiscal year to $15 million for
FY 1978. et
® Rerouting most govern.
ment calls in Washington,
New York and San Francisco
from microwave to cable, to
eliminate the possibility of

Soviet monitoring, The rerout-

ing project has rearly been

completed in Washington, and -

should be finlshed in New
York and San Francisco by
the end of next year, .

* Continuing the develop-
ment of an “executive secure !
voice network” system, which '
allows government officials to

. imake telephone cails on regu-i
lar commercial or govern-.
T O P .
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~ Soviet spy .ships anchored off the U.S.
.« ccast, as well as orbiting satellites, are

*ransmissions.

.. also thought to be infercepting microwave : .

- phone " ealls . and . computer

ment .lines. The system,

developed by. the security -

agency, is linked to a central
computer which encrypts the
voice signals at one end and
decrypts them at the other,
and it currently. in use in
about 100 government offices,
Although "the “pilot” equip-
ment now costs about $35,000
for each unit, officials said
the government has ordered

150 moré, units
$5,000 apiece,
® Testing, early next year,

af . about

2 new -device .that would |

spread the telephone signal on
2 microwave circuit over a
much wider bandwidth than je
used in current ‘equipment,

-making it more Jdifficult to

13

intercept,
® Working with commercial
telephone - companies . to

.. -data transmissions, and more

- & particular telephone, -~ -
.~ ¢ Promoting use-of.a data
‘encryption key that - can be

‘tions™ links. .The key, .de-
“'veloped _by»lhg Commerce De-

. partment, is now
‘commercially . available for
only $15. ., TSI

et 0020-9
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develop new microwave ang !

 communications “technology -

that will make jt easler for
telephone  ysers - deslring .
Privacy to encrypt their tele,

difficalt for weuld-be " eaves-
droppers to locate calls from

used..-to - encrypt - computer
data befors: it jg transmitted
by . commercial -communica.
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